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About This Guide

This guide is written for senior finance and FP&A leaders in large
organizations where spreadsheets remain central to reporting,
forecasting, and close.

Across enterprise finance teams, spreadsheet use continues to
expand. While ERP and EPM platforms manage core data, Excel
shapes the final outputs that executives, boards, and regulators
ultimately review.

Spreadsheets are valuable. In many organizations, they are
necessary.

The greater question concerns governance. The spreadsheets
that carry the most consequence regularly operate with far less
oversight than the systems that feed them.

This guide describes three enterprise risk domains:

structural, process, and control. And offers a practical diagnostic
to assess whether spreadsheet exposure represents routine
operational friction or system-level dependency.

The examples included throughout this guide are drawn from
real-world client engagements. Details have been abstracted to
protect confidentiality, but the experience and fundamental risks
are unchanged.



The Spreadsheet Paradox

Spreadsheets are among the most powerful tools ever created for
business. They are flexible, familiar, and deeply embedded in modern
finance.

Most finance leaders do not question Excel itself. Nor should they.
Excel is not inherently risky.

The paradox is this:

While spreadsheets are treated operationally as enterprise
systems, they are rarely governed as such.

In large organizations, spreadsheets often sit at the final mile of:

Financial close

Forecasting and budgeting
« Variance analysis
 Executive and board reporting

Regulatory and audit support

Core data may originate in ERP or EPM platforms. But the final shaping,
reconciliation, adjustment, and presentation often occur inside Excel.

In many organizations, spreadsheets quietly function as infrastructure.
The question is whether they are managed accordingly.

For leaders who are entering a new role, this is an especially important
area to evaluate. But even well-established teams often underestimate
the amount of structural risk that has accumulated over time.

This guide will help you determine whether your spreadsheet environment
represents localized friction or enterprise exposure.



Why Spreadsheet Risk Persists

Despite decades of investment in enterprise systems, spreadsheets
remain dominant in finance because they:

Bridge system gaps

Handle exceptions and edge cases

Enable rapid modeling

Adapt faster than formal IT change cycles

Over time, something subtle happens.

Spreadsheets move from temporary tools to recurring templates to
business-critical assets, without ever being redesigned for durability,
governance, or scale.

Excel itself is unbiased technology. But operationally, it becomes a
shadow system. Shadow systems rarely receive system-level oversight.

Most finance teams do not experience a sudden spreadsheet
failure. Instead, they experience:

* Longer close cycles

» Reconciliation friction

+ Version confusion

+ Audit discomfort

» Gradual erosion of confidence in reporting outputs

Individually, each signal may appear manageable.

Collectively, they indicate that spreadsheets have crossed the line from
flexible tools to critical infrastructure.



The Three Enterprise Risk Domains

What makes spreadsheet exposure difficult to detect is that it does not
originate from one source. It emerges across three reinforcing domains:

Structural Risk — how spreadsheets are designed and how that design
evolves over time.

Process Risk — how spreadsheets are operated, refreshed, and
maintained inside close and reporting workflows.

Control Risk — how spreadsheets are governed, versioned, and monitored
when they function as systems of record.

These domains are distinct, but not independent.

A structurally complex workbook increases process dependency.

Process dependency increases the likelihood of undocumented
changes. Undocumented changes elevate control risk. Over time,
these layers compound.

The sections that follow explain how each domain develops and how to
recognize it before exposure becomes visible.



1. Structural Risk:

When models quietly become fragile infrastructure

Structural risk develops as spreadsheets evolve beyond their original
purpose. What begins as a flexible model becomes layered, extended,
copied forward, and modified by successive owners. Complexity
accumulates through nested formulas, cross-workbook links, replicated
scaling logic, and artifacts that no longer serve a clear function.

The impact is gradual. Over time, critical workbooks become
difficult to fully explain, audit, or safely modify. Resilience declines
as structural clarity fades.

A real-life example of this played out during a structured review process
at a global hospitality company. Finance leaders were experiencing
close delays tied to reporting workbooks that had become slow and
unpredictable. The files took minutes to open, prompted users to update
obscure external links, and contained more than 25,000 defined range
names. References dated back decades. The architecture had evolved
through reuse rather than design.

The spreadsheets supported essential reporting processes, yet no single
individual could describe their full structure with confidence. Complexity
had accumulated faster than governance.

Structural risk rarely appears as immediate failure. It appears as fragility,
performance degradation, and uncertainty about how results are
produced.



2. Process Risk:

When correctness depends on memory and sequencing

Process risk arises when spreadsheet outputs depend heavily on

manual execution: data exports, copy-paste sequences, intermediate
reconciliations, and implicit sequencing known only to experienced team
members.

The models themselves may be logically sound. The vulnerability lies in
how they are operated. When close integrity depends on precise timing
and institutional memory, exposure increases with scale and turnover.

In one enterprise finance team, a data analyst built a mechanism
that automatically updated each team member’s personal

Excel workbook with live operational data. The process appeared
seamless and required no user action. When the analyst left the
organization, there was no documentation or handover.

Investigation revealed that the system depended on Power Query
scraping a filtered web interface and a single VBA macro housed
in one user’s file, which triggered refreshes across every team
member’s workbook. The entire process functioned because one
file happened to open at the right time.

The formulas were stable. The execution architecture was not.

Process risk often remains hidden while experienced teams compensate
for fragile workflows. Over time, compensation becomes dependency.



3. Control Risk:

When spreadsheets operate as systems without
system-level governance

Control risk develops when spreadsheets function as systems of record
— supporting executive reporting, regulatory submissions, or compliance-
controlled processes — without centralized governance.

At that point, the issue shifts to oversight: version discipline, change
visibility, access control, audit traceability, and clear ownership.

When spreadsheets operate at enterprise scale but remain file-based
artifacts, an infrastructure-level dependency exists without infrastructure-
level safeguards.

In one large enterprise with more than 250 business units, a single
Excel workbook generated monthly and year-to-date income
statements across the organization. The file contained more than 250
tabs and required a manually triggered four-hour data pull, followed
by hours of recalculation driven by lookup formulas. To stabilize the
file before distribution, users manually copied and pasted values
across every worksheet — consuming nearly a full workday and
requiring a dedicated machine.

The workbook functioned as a reporting system of record. Yet it lacked
centralized version control, formal change governance, and audit
transparency. Even minor structural adjustments risked breaking the
process, discouraging improvement, and reinforcing dependency.



3. Control Risk:

When spreadsheets operate as systems without
system-level governance

Control risk can also surface through embedded invisibility. In another
case, a workbook prepared for external distribution appeared to contain
only summarized financial data. After distribution, a deeply hidden
worksheet from a prior reporting cycle was discovered to contain detailed
transactional data. All of it was missed in their standard review.

The calculations were correct. But the exposure risk stemmmed from
content that was not detected, until the spreadsheets were broadly
circulated.

Even sophisticated organizations have experienced similar
failures. As widely reported, a major and well run pharmaceutical
firm inadvertently disclosed confidential information due to
hidden content in a spreadsheet. The vulnerability was structural,
not cultural.

Spreadsheets often expand into enterprise infrastructure while
governance remains at the file level. Over time, this gap introduces risk
that may remain undetected until scrutiny forces it into view.

When spreadsheets operate as critical infrastructure, governance must
rise accordingly.



The Spreadsheet Risk Diagnostic

Structural risk creates fragility. Process risk creates inconsistency. And
control risk creates exposure.

That's why we've created this simple diagnostic to determine the level of
risk you may have from unmanaged spreadsheets.

BUSINESS CRITICALITY

Is this spreadsheet used to produce numbers that are:
+ Reported to executives?
+ Used in close, forecasting, or compliance
+ Shared with auditors or regulators?

NO

YES
MATERIAL IMPACT J

Would an incorrect result materially affect?
« Financial results?
« Compliance or audit outcomes? NO L
« Leadership confidence or credibility?

YES
STRUCTURAL COMPLEXITY d
Does this spreadsheet contain the following:
« Complex formulas? NO
« Cross-sheet or cross-workbook links?
 Hidden or very hidden sheets?
YES
PROCESS DEPENDENCE J
Does this spreadsheet have a process that relies on the following:
« Manual steps executed in a specific order?
« Copy and paste between systems or files? NO
+ Knowledge held by one or two key individuals?
YES
GOVERNANCE & VERSION CONTROL d
Do you perform the following?
N BUSINE
« Copy spreadsheets forward month after month? = CRI':'JISCAL ???SK
« Have multiple users modifying the same spreadsheet? VES

* Reuse spreadsheets without formal redesign?



When to Treat a Spreadsheet as a System

If the diagnostic above suggests you may have high or business-
critical risk, you should examine how you manage spreadsheets

across your enterprise.

A spreadsheet should be treated as enterprise
infrastructure when it:

+ Drives executive reporting

+ Influences compliance outputs

» Requires multi-user coordination

» Evolves across reporting cycles

« Cannot be fully explained by a single owner

At that point, Excel is serving as a financial infrastructure without
system-level governance.



Governance Without Removing Excel

Eliminating spreadsheets is rarely practical in enterprise finance. Excel
remains deeply embedded in reporting, forecasting, and analysis
workflows. The priority is not the reduction of flexibility, but the introduction
of structure around it.

Enterprise-level control requires:

+ Centralized template management

» Role-based access and permissions

+ Disciplined version control

» Separation of dataq, logic, and presentation
+ Automated and governed data refresh

+ Formalized change management

These capabilities distinguish governed spreadsheet platforms from
standalone files. They elevate spreadsheets from personal tools to
managed enterprise assets.

And that’'s where Dodeca comes in.



Introducing Dodeca

Dodeca is an industrial-strength spreadsheet governance layer designed

for organizations that rely on Excel but require enterprise control.

It enables you to:

» Deploy standardized Excel-based solutions at scale

+ Centralize logic while preserving Excel’s familiar interface
» Enforce version control and role-based access

* Eliminate manual data movement and refresh risk

+ Introduce auditability and lifecycle management

It treats spreadsheets like enterprise assets — without taking Excel away
from finance teams.

If this guide raised the possibility that your spreadsheet environment
carries more exposure than assumed, let’s explore together how Dodeca

can give you the spreadsheet automation and control you need.

Learn more about Dodeca at
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